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Recently, the widespread adoption of OSS (Open-Source Software), which permits the free distribution
and enhancement of programs, has significantly facilitated the development of UAVs (Unmanned Aerial
Vehicles). However, there is growing concern that UAVs equipped with OSS may be exploited for inhumane
purposes, such as terrorist activities and other criminal acts unintended by OSS developers. In response to
these concerns, this study developed and validated an anti-abuse system designed to seize control of a UAV
upon its entry into a restricted zone, thereby enforcing a controlled soft landing. The results indicated that
the UAV initiated an appropriate altitude descent immediately after the entry into the restricted zone was

detected.
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1: Prevention of UAV abuse
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2: Abuse prevention methods
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3: Prototype of abuse prevention processor
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Algorithm 1 Anti-Abuse System Algorithm
Nios II

1: Input Azis_Data=X,Y, Z
2: Output PWM(from Anti-abuse)
3: X_Data + Azis_Data = X
4: Y_Data < Axis_Data =Y
5: Z_Data «+ Axis_Data = Z
6: procedure MAIN
7 while true do
8: if Y_Data > Y _ref then
9: STOP _Signal +— HIGH
10: Z ref < Z_Data
11: break
12: else
13: STOP _Signal + LOW
14: end if
15: end while
16: while true do
17: Zref < Zoref — AZ
18: e+ Zref — Z_Data
19: es+es+exdt
20: F_7Z + kpe+ k; fedt-‘rkpé
21: FZ+—FZ+FH
22: Convert from F_Z to Duty of PWM
23: if Z_Data == Ground then
24: PWM(from Anti-abuse) < 0
25: else
26: PWM(from Anti-abuse) < Duty
27: end if

28: end while
29: end procedure

Verilog HDL
1: Input STOP_Signal, PWM(from OSS),
PWM(from Anti-abuse)
Output PWM
procedure MAIN
while true do
if STOP _Signal == HIGH then
PWM + PWM/(from Anti-abuse)
else
PWM + PWM(from OSS)
end if
end while
end procedure
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4: Experimental device (Motion capture)
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¥ 5: Verification experiment
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6: Experimental result
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6. 5
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